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Cyber security, data privacy, e-government, privacy. This study aims to examine the implementation of data security and
information technology, public service privacy in e-Government, as well as evaluate the technologies used to mitigate

data leaks and misuse. The method used is Systematic Literature Review of
articles published between 2021 and 2025 through Scopus, ScienceDirect, and
Google Scholar databases. The research selection followed the PRISMA 2020
guidelines, resulting in 16 articles meeting the eligibility criteria. The study
findings indicate that information security implementation in government
institutions remains inconsistent, with key challenges related to weak security
management, technical system vulnerabilities, and low public trust in personal
data protection. Several technologies considered to have potential to improve
security include blockchain, advanced cryptography, and automation for
vulnerability detection, although their implementation remains hampered by
cost, scalability, and human resource readiness. Overall, this study
emphasizes that a comprehensive approach that combines technology,
management, and increased security awareness is needed to strengthen data
protection in e-Government.

1. Introduction

In this era, everything is inseparable from digitalization, be it in the fields of education, business, health, or even
government [1]. The government uses e-Government as a digital technology to facilitate public services for the
community and other institutions to increase efficiency and transparency [2]. However, this digital transparency also
carries significant privacy risks; protecting personal data in electronic systems is a form of respect for the privacy of
highly sensitive individuals [3]. Along with the increasing use of e-Government and the demand for sensitive data
collection, serious problems have emerged in the form of cybercrime threats and data security risks [4].

Even though these risks are known, the implementation of security in e-Government is still lacking and not
appropriate [5]. One of the main challenges is the risk of personal data leaks that still overshadows the digitalization
policy for public services, so it is necessary to strengthen information technology infrastructure and adjust existing
regulations [6]. Not to mention the awareness and human resources in governments in several countries in addressing
this problem, so that public trust in e-Government has decreased [7].

Previous research shows that privacy security risks play a major role in influencing e-Government adoption. Study
[8] confirms that risks and concerns about misuse of personal data can influence people's decisions to use government
digital services. Public perception of data security and privacy positively affects trust in e-Government, so service
platforms need to ensure citizens' personal information is fully secure [7]. According to [9], e-Government challenges
do not only come from external threats but also internal weaknesses such as suboptimal security governance and a
lack of policy control. An efficient security model in the public sector should include citizen identification, identity
authentication, data confidentiality, and data integrity to minimize the emergence of new vulnerabilities [10]. This shows
that e-Government security issues are multidimensional and require a comprehensive approach [11].

Several technological solutions have been proposed to address this issue. Blockchain technology, for example,
offers the potential to improve data integrity and security through its decentralization and immutability [12][13]. There
is also static analysis, which is used to detect software vulnerabilities early in development so that risks can be
minimized more quickly [14]. Given the ever-changing landscape of digital services, systematic observation of citizen
attitudes and technological developments is essential to map privacy-related barriers [15]. Although various solutions
have been researched, there has not been a comprehensive mapping of how these risks and privacy issues are
interrelated in the context of e-Government [16].
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Based on these conditions, this study uses the Systematic Literature Review (SLR) method to summarize research
findings related to data security and privacy in e-Government. This study aims to identify the implementation of data
security and privacy in e-Government systems, while analyzing effective technologies for mitigating data leaks and
improving security and privacy levels in e-Government. Therefore, the research findings are expected to serve as a
reference for governments, researchers, and system developers in designing more secure and reliable e-Government
services.

2. Research Method

This study uses the Systematic Literature Review (SLR) method to identify relevant research related to data security
and privacy in e-Government implementation. This SLR method was chosen because it provides a comprehensive
overview of research trends, challenges, and proposes solutions in a systematic and structured manner, in accordance
with the PRISMA 2020 guidelines [17].

2.1. Research Questions and PICO

This research follows several stages, including planning, implementation, and reporting. In the planning stage, the
research objectives and Research Questions (RQs) are determined. In the implementation stage, a literature search,
study selection, and data extraction are conducted. In the final stage, reporting, analysis, and synthesis are undertaken
to answer the RQs. The RQs to be addressed through this research are:

e RQT: How are data security and privacy implemented in e-Government systems?
¢ RQ2: What technologies are effective in mitigating data breaches and enhancing e-Government data security and
privacy?
To ensure focus and consistency in the literature search and selection process, this study employed the PICO
(Population, Intervention, Comparison, Outcome) framework. This framework served as the basis for discussing the
research questions, developing the literature search strategy, and establishing the inclusion and exclusion criteria, as

shown in Table 1. The PICO framework served as the primary reference for determining keywords and developing the
inclusion and exclusion criteria in the SLR [18].

Table 1. Research framework using PICO

Component Description
Population (P) e-Government systems in various countries or agencies that manage sensitive
public data.
Intervention (1) Implementation of security & privacy methods: encryption, access control,
blockchain, and security policies.
Comparison (C) An e-government system without security.
Outcome (0) Methods in data security and privacy in e-Government effectiveness methods.

2.2. Data Source

The literature sources for this study are gathered from reputable scientific databases commonly used in
information technology research, specifically Scopus and Google Scholar. These databases were chosen to ensure that
the studies reviewed were of high quality and relevance, particularly in the areas of e-Government, cybersecurity, and
data privacy. A comprehensive literature search was conducted across these scientific databases to obtain relevant
and high-quality articles.

Table 2. Databases in scientific source searches

Database Query string Result Date of search
“E-Government” AND “Security” 58 23-11-2025
“E-Government” AND “Privacy” 28 23-11-2025
Scopus “E-Government AND Information Security” 15 17-11-2025
“E-Government” AND “Risk” 37 17-11-2025
Google Scholar “E-Government” AND “Cyber Crime” 1 17-11-2025

Basic details of the data used, search keywords, publication range, and the last search date are presented in Table
2. The search was conducted using various keyword combinations (query strings) arranged based on PICO
components, with a focus on e-Government systems, cybersecurity, and data privacy. The Results column shows the
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initial number of articles obtained from each keyword combination before further filtering. Meanwhile, the Search Date
column displayed in Table 2 lists the last search date, namely November 17, 2025. Recording the number of results and
search time is done to maintain transparency of the research process, support reproducibility, and ensure the method's
compliance with the PRISMA 2020 guidelines.

2.3. Search Strategy

The literature search process is conducted using a combination of keywords tailored to the focus of the research
topic. The keyword structure utilized Boolean operators (AND and OR) to control the scope of the search results, both
broadening and narrowing the articles retrieved. The main keyword combinations used in the search process include
“e-Government” AND “Security”, “e-Government” AND “Privacy”, “e-Government AND “Information Security”, “e-
Government” AND “Risk”, and also “e-Government” AND “Cyber Crime”.

2.4. Inclusion and Exclusion Criteria
To ensure the relevance and quality of the literature used, this study established inclusion and exclusion criteria
as a reference in selecting references. The inclusion and exclusion criteria used are shown in Table 3.

Table 3. Inclusion and exclusion criteria
Inclusion criteria Exclusion criteria

The journal article discusses security, data privacy, and The article is not available in full-text form
risks in the context of e-Government

Articles published between 2021 and 2025 Articles in the form of opinions, editorials or
proceedings that do not have complete research
data

English language articles The article discusses data security in other sectors
such as e-commerce or banking

Articles are freely accessible (open access) The article is a duplication of another publication

Articles accredited Q4, Q2, Q3, and Q1 Unaccredited article

2.5. Study Selection Process

The literature selection process in this study is conducted systematically by adhering to the PRISMA 2020
guidelines, which include the stages of identification, screening, eligibility, and inclusion. The detailed study selection
process is presented in Figure 1.
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‘ | Record removed before screening
Duplicate records removed
QS 29 )]
Records mark as ineigible by
automation tools [Year 2021-2025]

Re rd Identificat Froi
Keyword: (E-Government AND Security, E-Government
AND Privacy, E-Government AND Information Security, |—

Q5 o |
E-Government AND Risk) ( )

e Record removed for other reasons
Database (Scopus, n=§EJ)

Identification

[Tier Q1,02,03.Q4] (=)
‘ Record without abstract for

‘ | screening (n=3)
1T
Record Screened Records excluded
) | -m
[ ||
Reports sought for retrieval Reports not retrieved
g (=3 (U5 7 )
(]
- | R I —
@ !
=g | For Some Reason (n={J)

] [
‘ Reports assessed for eligibility Reports excluded ‘

‘ Studies included in review
(=g
Reports of included studies
‘ (=K1

Included

ake Tools, b P 2020 Reporting

Figure 1. PRISMA diagram

© 2026 Azzahra et al. Published by ITSK Soepraoen
This is an open-access article under the CC BY SA license. (https://creativecommons.org/licenses/by-sa/4.0/)




JESICA: Journal of Enhanced Studies in Informatics and Computer Applications 4

In the identification stage, a literature search was conducted using a combination of keywords related to e-
Government, security, privacy, information security, and risk. The search focused on the Scopus database with
publication years ranging from 2021 to 2025, resulting in 138 articles. Of these, 29 articles were removed due to
duplication. Furthermore, an initial screening process using an automated tool eliminated 63 articles for not meeting
publication year criteria, and 6 articles were excluded for not meeting accredited journal criteria (Q1-Q4).

A screening phase was conducted on 40 articles that passed the initial selection process by reviewing their titles
and abstracts. The screening results showed that 18 articles were irrelevant to the research focus, namely, data security
and privacy in e-Government, and therefore, they were excluded. Next, 22 articles were reviewed in full text. However, 7
articles were not fully accessible and were excluded from the selection process. At the eligibility stage, 15 full-text
articles were further evaluated based on predetermined inclusion and exclusion criteria. All articles at this stage were
deemed to meet the criteria, and none were eliminated. The final stage, inclusion, resulted in a total of 16 articles
deemed eligible, consisting of 15 obtained from the primary database and 1 from a supplementary source. These
articles were then used as the basis for analysis in the SLR study to identify security risks, data privacy issues, and
technological solutions implemented in e-Government.

2.6. Quality Assessment

To ensure that the articles used in this study were of good quality and good relevance, a quality assessment was
conducted. Each article that passed the selection process was then evaluated using several quality assessment criteria.
The quality assessment criteria used in this study consisted of three questions, as shown in Table 4. From the quality
assessment criteria used in sorting out which articles meet most of the criteria, they are declared worthy of proceeding
to the data extraction and analysis stage.

Table 4. Article quality assessment criteria

Code Assessment criteria

QA1 Does the article clearly explain the security or privacy issue?

QA2 Is the research methodology explained completely and
logically?

QA3 Does the article propose solutions, frameworks, or
recommendations to address the problem discussed?

2.7. Data Extraction

At this stage, important information was extracted from each article that passed the selection process. The
collected data includes the author's name and year of publication, the research objectives, the methods used, and the
focus of the discussion regarding data security and privacy in e-government systems. Additionally, information
regarding the types of security threats, data privacy topics, and proposed solutions or technologies was recorded. This
extracted data served as the basis for the analysis and discussion of the research results.

2.8. Data Analysis

The extracted data were analyzed using a descriptive analysis approach. The selected articles were grouped based
on discussion topics, such as types of security risks, data privacy issues, and approaches or technologies used to
enhance security in e-government systems. The results of this analysis are then used to answer the research questions
and identify trends and challenges still faced in implementing data security and privacy in e-Government.

3. Results and Discussion
B Yes B No

RQ1 RQ2

Figure 2. Distribution of article relevance to RQ
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This section outlines the empirical findings obtained from a systematic synthesis of 16 selected articles spanning
the period 2021 to 2025. The analysis results are mapped to answer two main research questions, namely how data
security and privacy are implemented (RQ1) and the classification of proposed technology solutions (RQ2). Figure 2
shows that most of the reviewed journals are highly relevant to Research Question 1 (RQ1), with 14 journals meeting
the criteria (Yes) and 2 journals not meeting the criteria (No). Meanwhile, for Research Question 2 (RQ2), there are 10
relevant journals (Yes) and 6 irrelevant journals (No), indicating variation in the scope of RQ2.

3.1. Implementation of Data Security and Privacy in e-Government Systems (RQ1)

Data extraction results from primary studies indicate a variety of implementation focuses, encompassing
institutional, policy, and risk management aspects in the implementation of e-Government systems. A summary of the
data security and privacy implementations identified to address RQ1. Table 5 presents the implementation of data
security and privacy in e-Government systems based on selected studies that address RQ1. The results show that the
approaches used in these studies are diverse, including quantitative analysis methods, structured literature reviews,
and the development of technical and conceptual frameworks.

Table 5. Implementation of data security and privacy in e-Government systems (RQ1)

Author Security methods Data privacy aspects Technology/standards Results
[8] Security risk factor analysis ~ Protection against privac SmartPLS 3.2.8, PLS- Privacy, security, and institutional
(Quantitative/PLS-SEM) risk factors in service SEM logic factors accounted for
adoption 61.7% of citizens' reasons for
adopting services.
[5] Framework GAUCHO Secure data exchange  MARISMA, X-Road Proposes a holistic framework

(Government adaptive

unified cybersecurity holistic

orchestration)

[9] Structured Literature Review
for Risk Typology

[7] Meta-Analytic Structural
Equation Modeling
(MASEM)

[12] Blockchain Immutability
Framework

[19] Data Security Management

Review (Review)

[14] Combined Static Application

Security Testing (SAST).

[20] Automated threat modeling

[2] Decentralized framework &
Artificial Immune System
(AIS)

[21] Institutional strategic

analysis & standardization

and protection of
sensitive information

Security and system
risks that affect trust

The relationship
between privacy and
risk as determinants of
trust

Data transparency,
fraud prevention,
record integrity

Protection of sensitive
data & government
information assets

Vulnerability detection
leak prevention

GDPR Compliance and
Data Protection Impact
Assessment (DPIA)

Privacy preservation
via encryption & data
immunity

Increased transparency
and public trust
mechanisms

e-Government Risk
Typology

Statistical Analysis
(MASEM)

Blockchain

Yesser Program

SAST Tools (Code
Analysis)

BPMN, OWASP Risk
Rating

Blockchain (Ethereum),
AIS

Blockchain

that integrates adaptive risk
management and cyber
governance.

Comprehensive risk
classification to help system
designers build more reliable
services.

Security and privacy are key
building blocks of trust.

Blockchain-based framework to
increase transparency and public
trust.

Evaluation of data security
policies and identification of
infrastructure vulnerabilities in
Saudi Arabia.

The combined use of SAST tools
improves the accuracy of
security vulnerability detection in
open-source projects.

An automated BPMN-based
methodology for identifying
privacy threats/risks without the
need for in-depth expertise.

A decentralized system that
mitigates internal/external
threats while maintaining user
privacy.

A multi-faceted strategy
(institutions, standards, talent) to
accelerate secure blockchain
adoption.
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[4] Privacy preservation Privacy by Design, Privacy Model (Misuse Privacy controls and impact
instruments privacy control, data prevention) assessments greatly influence
lifecycle protection citizens' trust in services.
[22] Data Taxonomy Analysis on  Risk of personal data LOTAIP, Web Portals Found that transparency
public portals exposure due to initiatives without adequate
transparency initiatives protections leave citizens' data

(including children's) vulnerable
to exfiltration attacks.

[13] Security issue literature High level of data Blockchain Identify critical security
review integrity & privacy challenges and the need for data
through reliability research in
decentralization decentralized systems.
[23] Self-Sovereign Identity (SSI)  Full user control over Blockchain, SSI Blockchain-based identity
identity (User-centric solutions to address centralized
control) system vulnerabilities (Africa

case study).

In terms of security methods, several studies use statistical approaches and structural modeling to analyze the
role of security and privacy in the adoption and trust in e-Government services, such as Partial Least Squares Structural
Equation Modeling and Meta-Analytic Structural Equation Modeling [7], [8]. In addition, several studies focus on
developing an integrated cybersecurity framework, risk classification, and automated threat modeling to identify
security and privacy risks in digital government systems [5], [9], [20].

In the aspect of data privacy, the main focus of the research includes protecting sensitive data, preventing
information leaks, increasing data transparency, and strengthening privacy controls by [4], [12], [22], [23]. Several studies
specifically highlight the relationship between privacy, risk, and the level of public trust in e-Government services [4], [7],
while other research on the importance of compliance with data protection regulations and the implementation of data
protection impact assessments [20].

Viewed from a technology and standards perspective, blockchain technology is the most frequently used approach
to guarantee data integrity, increase transparency, and support digital identity management in e-Government systems
[2], [12], [13], [21], [23]. In addition to blockchain, several studies also utilize other technologies and standards, such as
static application security testing, business process models and notations, OWASP risk ratings, and government data
exchange platforms to support the implementation of data security and privacy [5], [14], [20]. Overall, the results
presented in Table 5 show that the implementation of data security and privacy in e-Government systems is carried out
through a combination of policy, methodological, and technological approaches, with a focus on data protection, risk
management, and strengthening public trust mechanisms.

3.2. The Effective Technologies in Addressing Data Leaks and Improving the Security and Privacy of e-Government
Data (RQ2)

Data extraction results from primary studies indicate that the technologies used are diverse and encompass
security at the data, software, business process, and infrastructure levels. A summary of the technologies understood
to address RQ2 is presented in Table 6. Based on a mapping of the ten selected articles, it can be identified that e-
Government security approaches encompass a combination of technical, policy, and managerial aspects. Each study
makes a specific contribution to strengthening data protection and increasing public trust in digital government
systems.

In the conceptual and managerial realm, risk typology and trust management are proposed as a foundation in
system design [25]. This approach focuses on classifying systemic risks to assist e-Government architecture designers
in minimizing user distrust. In line with the policy aspect, the effectiveness of data security management policies is
evaluated through the Yesser Program, which emphasizes the importance of formal policies in protecting critical
government information assets [19].

From a technical perspective, blockchain technology has emerged as the dominant approach. The immutability of
the blockchain framework demonstrated can ensure transparency and preventing manipulation of government
transaction records through its tamper-proof nature [12]. This finding is reinforced by the results of other studies, which
show that blockchain decentralization provides higher data integrity than centralized database systems [13]. In addition,
the importance of technical standardization in blockchain implementation is also emphasized to ensure interoperability
and improve public trust mechanisms [21]. Further innovation is offered through the integration of blockchain with the
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Artificial Immune System (AIS), which enables automatic intrusion detection by mimicking the mechanisms of the
biological immune system [2].

Table 6. Effective technologies for e-Government security and privacy (RQ2)

Author Technology Effectiveness of solution

[9] Risk Typology & Trust Classifying systemic risks to help system designers build architectures
Management that minimize user distrust.

[12] Blockchain  Immutability Ensure transparency and prevent manipulation of government
Framework transaction records through blockchain's tamper-proof nature.

[19] Data Security Management Evaluation of the effectiveness of data security policies (Yesser
Policy Program) in protecting critical government information assets.

[14] Static Application Security Early detection of security holes in application source code before
Testing (SAST) release to prevent exploitation.

[2] Blockchain & Artificial Combining blockchain decentralization with AIS to automatically detect
Immune System (AIS) intrusions like the body's immune system.

[21] Blockchain & Technical Blockchain implementation strategy through technical standardization
Standardization to increase transparency and public trust mechanisms.

[22] Transparency Taxonomy Identify data exposure risks on transparency portals and suggest
Analysis stricter access controls on public data.

[13] Blockchain and Offers high levels of data integrity through decentralization to address
Decentralization vulnerabilities in centralized database systems.

[24] Privacy-Preserving Data Implementing Differential Privacy and Homomorphic Encryption to
Analysis (PPDA) analyze sensitive data without revealing individual identities.

[25] Zero Trust Network Implementing the “Never Trust, Always Verify” principle with continuous
Architecture (ZTNA) authentication and network micro-segmentation.

In the context of application security, the implementation of Static Application Security Testing (SAST) has proven
effective in detecting vulnerabilities in source code from the early stages of development, thereby preventing
exploitation before the application is released to the production environment [14]. This finding emphasizes the
importance of implementing security from the early phases of the software development lifecycle.

Data protection and privacy issues also receive significant attention. The Privacy-Preserving Data Analysis (PPDA)
approach, utilizing Differential Privacy and Homomorphic Encryption, enables the analysis of sensitive data without
revealing individual identities [24]. This approach complements findings that identified data exposure risks on
government transparency portals and recommended stricter access controls to public data [22]. Finally, a modern
network security approach is represented by the implementation of Zero Trust Network Architecture (ZTNA). Based on
the principle of Never Trust, Always Verify, this model implements continuous authentication and network micro-
segmentation to reduce the risk of threats, both internal and external [25].

Overall, this mapping demonstrates that effective e-government security is achieved through a multidimensional
approach that combines policy and risk management, blockchain-based data integrity, privacy protection through
advanced encryption techniques, and adaptive security architectures such as Zero Trust. This integrated approach is a
critical foundation for building a secure, transparent, and trustworthy digital government system.

3.3. Discussion

Based on the results of RQ1 and RQ2, it can be seen that data security and privacy issues in e-Government systems
are not only influenced by the availability of technology, but also by the accompanying methodological approaches,
policies, and institutional governance. The findings of RQ1 indicate that data security and privacy are consistently
positioned as the main factors influencing public trust and adoption of e-Government services, while RQ2 identifies
technologies used to address data leak risks and privacy breaches.
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The results of RQ1 confirm that many studies place privacy, security, and risk as key determinants of public trust
in e-government services. Analytical approaches, such as structural modeling and meta-analysis, demonstrate that
perceived risk and privacy protection are directly related to the intention to use government digital services. This
indicates that the success of e-government depends not only on service functionality but also on the system's ability to
reliably guarantee citizen data protection. In other words, security and privacy serve as fundamental prerequisites for
the public's willingness to widely adopt e-government services.

Furthermore, the findings of RQ2 complement RQ1 by demonstrating that the technologies used to address
security and privacy challenges are multi-layered, spanning data, software, business processes, and infrastructure. The
dominance of blockchain technology in both RQs demonstrates a tendency for research to leverage its integrity,
transparency, and decentralization to address data manipulation issues and increase public trust. However, these
findings also indicate that blockchain is more often used as a technical solution, while aspects of governance,
organizational readiness, and human resource capacity remain relatively under-explored.

In addition to blockchain, other technologies such as static application security testing and automated threat
modeling demonstrate a shift in focus from a reactive to a preventative approach. This approach signals a growing
awareness that data breaches are caused not only by external attacks but also by weaknesses in software and internal
government processes. This aligns with the findings of RQ1, which highlighted the importance of risk and trust
management, as failures at the technical level can directly impact public perceptions of government credibility.

The integration of the results of RQ1 and RQ2 also demonstrates a strong link between security technology and
non-technical factors, such as privacy policies, regulations, and institutional controls. Several studies in RQ1
emphasized the importance of compliance with data protection regulations and the implementation of privacy impact
assessments, while RQ2 demonstrated that supporting technology for these requirements is readily available. However,
the link between technology implementation and the effectiveness of privacy policies in the operational context of e-
Government remains under-explored in most studies.

Overall, this discussion shows that while various technologies have been proposed and implemented to enhance
e-Government security and privacy, the main challenge lies in the integration of technical solutions, policies, and
institutional governance. The findings of RQ1 and RQ2 together indicate that a holistic approach, combining technology,
risk management, regulation, and enhancing public trust, remains a key requirement in developing secure e-Government

systems that prioritize citizen data protection.

4. Conclusion

Based on the SLR analysis of 16 selected articles, it can be concluded that the implementation of data security
and privacy aspects in e-Government information has been carried out through security policies, audits, and data
protection techniques. However, this implementation still feels disjointed among various agencies, resulting in uneven
levels of security maturity. This situation impacts the effectiveness of data protection and triggers low levels of public
trust in digital services provided by the government. Thus, the objective of the first study has been answered, namely,
achieving a comprehensive understanding of the actual state of data security and privacy implementation in e-
Government. Regarding the objectives of the second study, the results demonstrate that technologies such as
blockchain, advanced cryptography, and automation in vulnerability detection have significant potential to improve
security and reduce the risk of data breaches. However, the success of these implementations depends heavily on
infrastructure readiness, human resource skills, and stable policy support. The impact of this research is to provide a
map of problems and solutions that can be used as a reference by the government and system developers in creating
a more secure e-government. Recommendations include improving security management structures, increasing
security awareness among officials and the public, standardizing personal data protection, and developing applicable
research information related to the suggested security technologies.
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